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I _I' BeStZPay O HALLEXN KOMIMAHUU

Best2Pay ocHoBaHa B 2013 roay skcneptamm U3 6aHKOBCKOIo CEKTOpPa C yCNEeLWHbIM
ONbITOM yNpaBAeHNA MHOTMMKM NpoeKkTamn B American Express,SEB,baHKe CaHKT-
Netepbypr, Pycckom CtaHpgapte u C6epbaHKe.

B 2014 roay coBmecTHO ¢ Visa n MasterCard pa3spaboTtaH u npeactaBneH PbiHKY
Best2TRANSFER- komnneKc peweHnit, N03BonAoWmMn baHKam opraH1M30BaTb NoralleHue
BblAaHHbIX UMW KPeAUTOB C NII0ObIX KapT BCeX amuUTeHToB PP oHnaiH, 24/7 PeweHune
Brnepsble ctapToBano y Home Credit Bank —nnaepa poiHKa notpebutenbckoro
KpeauToBaHUA.

CerogHsa CepBUC eXXeMeCAYHO UCNOoNb3YoT bonee 1,3 MAH KAMEHTOB KPYMHENLIUX
6aHKOB € cymmapHbIM noptpenem Kpeautos ¢us. nnuam bonee 1 TpaH. pybnen. Yncno
Nonb3oBaTesien cepBmca ysenmnumpaeTca Ha 17% Kaxabin mecau,.Best2TRANSFER
NPM3HaH NPOAYKTOM roga ansa 6aHKOB NO BEPCUM OTpPacaeBoro nsgaHmsa HaumMoHanbHbIN
BaHKOBCKMiA XXypHan.

Best2Pay — abcontoTHbI Anaep pbiHKA NAaTEXHbIX pewweHuit ana PUHAHCOBOTO
cekTopa B popmarte white label
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= BestoP MCMNOSb3YEMbIE UCTOYHUKU B
estzray OBNIACTU BE30OMNACHOM PA3PABOTKM

CWE/SANS Top 25 Most Dangerous Software Errors

= OWASP.org

= OWAST Top 10

= OWASP Secure Coding Practices Quick Reference Guide
= OWASP Code Review Guide

= OWASP Testing Guide

= CERT Secure coding

= HakonneHHbIN ONbIT 3a rogbl pa3paboTku NpoekTa



U Best2Pay OWASP TOP 10 — 2017 RC

OWASP Top 10 — 2013 (Previous) OWASP Top 10 — 2017 (New)

Al - Injection Al - Injection

A2 - Broken Authentication and Session Management A2 - Broken Authentication and Session Management

A3 — Cross-Site Scripting (XSS) A3 - Cross-Site Scripting (XSS)

Ad - Insecure Direct Object References - Merged with A7 A4 - Broken Access Control (Original category in 2003/2004)
A5 — Security Misconfiguration AS — Security Misconfiguration

A6 — Sensitive Data Exposure A6 — Sensitive Data Exposure

A7 — Missing Function Level Access Control - Merged with A4 A7 - Insufficient Attack Protection (NEW)
A8 — Cross-Site Request Forgery (CSRF) A8 - Cross-Site Request Forgery (CSRF)
A9 - Using Components with Known Vulnerabilities A9 - Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards - Dropped A10 - Underprotected APIs (NEW)




I _I' BestZPay NMPAKTUYECKUU ONbIT

= QOpranusauus paspabdotkm B pamkax XL ¢ pasgeneHmem poneu

= BBOAHbIN MHCTPYKTaX Kaxgoro HOBOro paspaboTynka KoMnaHum

» KoHTpoOnb Koga, CTuna NporpaMmMmmpoBaHnS HOBbIX COTPYAHUKOB

» CosgaHve eauHOro CTUss HanmcaHus Koda

» PerynspHasi npoBepka Kofa Kaxgom HOBOW (PyHKUMN (YrnyYLlLeHUs)
» EXemecauHbI aHanmM3 HoBoM OYHKLMOHANIbHOCTU CUCTEMbI

= EXerogHoe TecTMpoBaHue 3HaHuM no 6esonacHoun paspaboTtke MO

= CoBmMecTHaga paboTa pa3paboTymMKoB U TECTUPOBLLMKOB Had CO34aHNEM
NOSTHbIX CLEeHapUEB TECTUPOBAHUS



G BestZ2Pay

s E | S ERI ES s /A CIE R'T ® B O O K

Tae CERT
ORACLE SECURE
CODING STANDARD
FOR JAVA

The CERT Oracle Secure
Coding Standard for Java

TECTUPOBAHMUE 3HAHUM

75 RECOMMENDATIONS FOR
RELIABLE AND SECURE PROGRAMS

D\
4 must-![:r all Java developers.”
~MARY ANN DAVIDSON, (30, Oracke
™

Java Coding Guidelines: 75
Recommendations for
Reliable and Secure
Programs



_I NMPUMEP TECTOBbIX BOINMPOCOB
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BbiGepuTte npaBusibHbIU BapuaHT
BapuaHT A.

System.out.printin(new BigDecimal(0.1));
BapuaHT B.

System.out.printin(new BigDecimal("0.1"));

OTBeT:




—I NMPUMEP TECTOBbIX BOINMPOCOB
I ] Best2Pay

BbiOepuTte npaBusibHbIU BapuaHT
BapuaHT A.
public static void main(String[] args) throws Exception {

if (args.length < 1) {
}
String filename = args|O0];
Pattern pattern = Pattern.compile([ * A-Za-z0-9%&+,.:=_1");
Matcher matcher = pattern.matcher(filename);
if (matcher.find()) {

}
}

BapuaHT B.
public static void main(String[] args) throws Exception {
If (args.length < 1) {
}
File f = new File(args[0)]);
OutputStream out = new FileOutputStream(f);



—I NMPUMEP TECTOBbIX BOINMPOCOB
I ] Best2Pay

BbiOepuTte npaBusibHbIU BapuaHT
BapwuaHT A.
double dollar = 1.00;
double dime = 0.10;
int number = 7,;
System.out.printin("A dollar less " + number + " dimes is $" +
(dollar - number * dime) );

BapuaHT B.
BigDecimal dollar = new BigDecimal("1.0");
BigDecimal dime = new BigDecimal("0.1");
int number = 7;
System.out.printin("A dollar less " + number + " dimes is $" +
(dollar.subtract(new BigDecimal(number).multiply(dime) )) );
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BapuaHT A. BapuaHT B.

public class Wrapper { public class Wrapper {

public static void main(String[] args) {
Integer il = 100;

Integer i2 = 100;

Integer i3 = 1000;

Integer i4 = 1000;
System.out.printin(il ==i2);
System.out.printin(il !=i2);
System.out.printIn(i3 == i4);
System.out.printIn(i3 !=i4);

}

public static void main(String[] args) {
Integer il = 100;

Integer i2 = 100;

Integer i3 = 1000;

Integer i4 = 1000;
System.out.printin(il.equals(i2));
System.out.printIn(lil.equals(i2));
System.out.printIn(i3.equals(i4));
System.out.printIn(!i3.equals(i4));

}



= BestoP MCMONb3YEMbIE YTUNUTbI U
estcray MHCTPYMEHTANbHbLIE CPEACTBA

= OWASP Dependency Check

= OWASP Encode

= OWASP ZAP

= IntelliJ IDEA code analysis tool

= |leHTpanu3oBaHHOE XpaHeHne NHOPMaLUKM O BbISIBIIEHHbIX paHee
ySI3BMMOCTSIX CUCTEMbI U olumnbKax B koae



Best 2P CUCTEMA LLM®POBAHUS U XPAHEHUS
estsray KAPTOYHBIX OAHHbIX

KEK 1 | | KEK2 | | KEK3 ]

Crypto keys table
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Best 2P CUCTEMA LLM®POBAHUS U XPAHEHUS
estsray KAPTOYHBIX OAHHbIX
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y Best 2P CUCTEMA LUM®POBAHUS U XPAHEHUS
estzrray KAPTOYHbIX OJAHHbIX

* 2015 rop B cucteme 50 000 KapT Bpema 15 MUHyT
(Paboraer !)

* 2016 rog B cucteme 600 000 KapT BpemaA 1 4ac 8 MUHYT
(Cno¥HO, HO MOKHO)

e 2017 loa B cucteme 6onee 3 000 000 oueHo4yHOE Bpems 8 4acoB
( Kak obocHoOBaTb NPOCTOM CUCTEMbBI Nepea KAneHTamm ? )



= Bect 2P POCT HATPY3KWU U PA3BUTUE
estcrray WH®OPMALIMOHHOW CUCTEMBI

JDBCwu n MyBatisn niibernatgl YT o 6ypneTtT O6bICTpPpee pab6o

= Map T wuuwn proasdaHiRI@®racle

Postgres— Oracle— ?Postgres BbiTb MnAnMm He O6bITb ?)

OBOMYHBIE AaHHLX B Tabnumuyuax b/l

CospaHndhwmekouiincie reHepayumMmmn oT4YEeTOB

CtTaTtTumcTtunukKka C npeaBapuTenbHBLM pacyeTom
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BexopeB Muxaun
[NaBHbIN pa3paboTumk Best2Pay
email:




